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1. Purpose and Scope

Minds Support Network Pty Ltd (referred to in this document as "Minds Support Network", "We", "Us" or "Our")
delivers all of its therapeutic services online. This Policy sets out the specific online safety considerations that
apply to Our service delivery: the digital environment, the technology used, and the safety of participants and
contractors within that environment.

This Policy addresses online safety specifically. Broader safeguarding obligations are set out in Our
Safeguarding Policy. Age-related decisions about which platforms are appropriate for which participants are
set out in Our Age-Appropriate Online Platforms Policy. Information handling and data protection are set out in
Our Privacy Policy. This Policy focuses on what is distinct: the safety of participants and contractors within the
digital environment itself.

2. The Digital Environment We Operate In

Our services are delivered through a range of online platforms, including telehealth and video conferencing
software (Google Meet and equivalent); voice communication platforms (Discord and equivalent); interactive
gaming platforms and digital environments selected with the participant; and written communication channels
including email and the practice management software. Each of these platforms operates under its own
Terms of Service, security standards and content moderation framework. We do not own or control these
platforms. Our role is to select platforms appropriate to the participant, configure them safely where We can,
and conduct sessions within them in a way that prioritises participant safety.

3. Platform Selection and Configuration

Platforms used in Our service are selected based on their suitability for therapeutic delivery, security and
privacy considerations, reliability, and fit with the participant's needs and preferences.

Where available, Therapists apply appropriate privacy and safety settings, such as private servers, single-
player modes, disabled open chat and restricted matchmaking. Where a platform carries an age rating above
the participant's age, the framework set out in Our Age-Appropriate Online Platforms Policy applies. Where
the platform involves potential exposure to third-party content or other users, the safeguards in Section 5 of
this Policy apply where harmful or inappropriate content or contact occurs.

4. Secure Session Delivery
Each session is delivered with the following safeguards.

Sessions are conducted using private or appropriately restricted access settings wherever the platform
permits, with access limited to the therapist, participant and any other authorised participants. Therapists use
password-protected devices and secure internet connections to deliver sessions. Public and unsecured Wi-Fi
networks are not used for the delivery of sessions.

Sessions are not recorded or transcribed using Al or other recording or transcription tools. Any suspected
recording or transcription is managed in accordance with Our Al Recording and Transcription Incident
Procedure.

Therapists are present and engaged for the full duration of the session and do not leave the participant alone
in a shared online environment with third parties. Where a session involves an interactive platform with shared
spaces, the therapist works to keep the participant in a private instance, on a private server, or in a single-
player or therapist-only context, except where multi-participant engagement is explicitly part of the therapeutic
plan.
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5. Exposure to Harmful Content or Contact

Despite best efforts to configure platforms safely, the participant may occasionally be exposed during a
session to inappropriate, distressing or harmful content surfacing on the platform; unwanted contact from a
third party, such as a stranger, another player, an unmoderated user, or a person attempting predatory
behaviour; bullying, harassment or hostility from other users; or content that triggers a trauma response or
significant distress.

Where any of these occur during a session, the assigned therapist takes immediate action. This would
involve:

e Immediately removing the participant from the situation, by leaving the server, ending the platform
session, or switching to a single-platform or voice-only context.

e Supporting the participant emotionally and giving them time and space to process what occurred

¢ Documenting the incident factually in the practice management software.

e Notifying Our Compliance team within 24 hours via compliance@minds.care in accordance with Our
internal incident management requirements.

e Where appropriate, supporting the participant or family to report the third party to the platform's
moderation team.

Incidents of this nature are managed through Our Safeguarding Policy and Incident Reporting and
Management Procedure. Where the incident meets the definition of a reportable incident under the NDIS
(Incident Management and Reportable Incidents) Rules 2018, it is notified to the NDIS Quality and
Safeguards Commission within prescribed timeframes.

6. Recognising and Responding to Online Predatory Behaviour

Online predatory behaviour, including grooming, can occur on any platform where adults and minors interact.
Our therapists are expected to maintain the knowledge and skills required to recognise warning signs,
including attempts by third parties to move communication off the platform to private channels; excessive
personal questions directed at a minor participant by unknown users; gifting of in-game items or currency from
unknown users with no clear reason; pressure on the participant to keep contact secret from parents,
guardians or therapists; sexualised conversation, imagery or contact directed at a minor; and patterns of
contact that isolate the participant from their support network.

Where any such behaviour is identified, whether during a session or disclosed by the participant about activity
outside sessions, it is treated as a safeguarding concern under Our Safeguarding Policy. This includes
notifying the participant's parent or guardian where appropriate, supporting them to report to platform
moderators, police or other relevant authorities, and notifying the NDIS Quality and Safeguards Commission
where the incident is reportable.

7. Device and Data Security

Online safety depends on the security of the devices used by Our contractors. All contractors engaged by
Minds Support Network are required to use password-protected devices for all work performed; use secure
internet connections, not public or unsecured Wi-Fi networks; keep software, operating systems and security
tools current; not store participant information on personal devices, external drives or unapproved systems
beyond what is reasonably necessary to conduct a session; use Our designated practice management
software for all participant records and case notes; and notify Our Compliance team immediately if a device
used for work is lost, stolen or compromised. These device and data security requirements operate alongside
Our Privacy Policy, Our Cyber Security and Information Handling Policy, and Our Therapist Guide and
Practice Handbook.

8. Participant-Side Online Safety

Online safety during sessions also depends on conditions at the participant's end. To support participant
safety, We recommend that sessions take place in a private space where the participant can speak freely
without being overheard by others; that the internet connection used is reliable and not shared with high-
volume traffic that may interrupt the session; that devices used for sessions are kept secure and not
accessible to others during therapy; that, where the participant is a minor, parents and guardians supervise
the setup of the session and are reachable during the session if needed; and that participants do not record
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sessions without express agreement from Us. These recommendations are shared with families at
onboarding. They are recommendations, not requirements; the participant's environment is their own, and We
work within whatever realistic conditions the participant can offer.

9. Online Activity Outside Sessions

Our online safety responsibility extends to participant safety during Our sessions and on Our designated
platforms. Participants' use of online platforms in their personal time, outside Our sessions, is the
responsibility of the participant and their family. As part of broader therapeutic conversation, We may discuss
general online safety with the participant and their family where relevant. This may include awareness of the
platforms the participant uses recreationally, parental controls and privacy settings, strategies for safer online
engagement, and recognising signs of online harm. These are advisory conversations and do not extend Our
supervisory responsibility to activity outside Our sessions. Where a participant discloses during a session that
they have experienced or are experiencing online harm in their personal time, the disclosure is treated as a
safeguarding matter under Our Safeguarding Policy.

10. Therapist and Contractor Commitment

All therapists and contractors engaged by Us are required to maintain familiarity with this Policy and Our
broader policy library; the features, content and safety considerations of the platforms they use with
participants; how to recognise the warning signs of online predatory behaviour and respond appropriately;
how to support a participant who has been exposed to harmful content or contact during a session; how to
document an online safety incident in line with Our Incident Reporting and Management Procedure; and their
own credentialing body's standards for online and telehealth practice.

11. External Online Safety Resources

For participants and families seeking external information and support around online safety: the eSafety
Commissioner (Australia) at esafety.gov.au for reports of cyberbullying, image-based abuse, illegal online
content and online safety concerns; and the Australian Cyber Security Centre at cyber.gov.au for concerns
related to scams, fraud, account compromise or device security.

12. Contact and Review

Questions or concerns about online safety in connection with Our service can be raised through Our
Compliance team at compliance@minds.care, Complaints at complaints@minds.care , or general enquiries at
register@minds.care. This Policy is reviewed annually by Our Compliance team and updated to reflect
changes in platforms, technology, regulatory expectations and sector best practice. The current version is
available at all times on Our website at mindssupportnetwork.com.
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