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Cyber Security and Information 
Handling Policy 

Version 1.4  |  Effective Date: 1 Sep 2026  |  Review Cycle: Annual 

1. Purpose and Scope 
This Policy sets out how Minds Support Network Pty Ltd (“Minds Support Network”, “We”, “Us”, “Our”) 
manages cyber security and the handling of participant and business information. It covers the systems We 
use, the controls applied to those systems, how We store participant information, and the verification process 
for any change to payment or bank account details. 

This Policy applies to: 

• All directors, contractors and team members of Minds Support Network. 
• All systems used by Minds Support Network to deliver services. 
• All information held by Minds Support Network in connection with participants, contractors, suppliers 

and partners. 
This Policy operates alongside Our Privacy Policy, which sets out Our obligations under the Privacy Act 1988 
(Cth), and Our Online Safety Policy, which sets out requirements relating to the safe use of online platforms 
and technology in the delivery of Our services. 

2. Our Approach to Cyber Security 
Minds Support Network is committed to protecting the information We hold. We take a practical, layered 
approach to cyber security that reflects the size and scale of Our operation. We use established, reputable 
systems for clinical, psychological, financial and administrative tasks, and We apply controls that are 
appropriate to each system. 

We recognise that cyber security is an area of ongoing improvement. We are committed to enhancing Our 
controls over time as Our systems, resources and operational capacity permit. Where a control cannot be 
implemented immediately, We apply compensating measures and document the gap honestly. 

3. Systems We Use 
Minds Support Network operates digitally. We hold no physical participant records. The systems We use, and 
the security controls applied to each, are set out below. 

3.1 Splose, Practice Management System 
Splose is Our primary practice management system and the canonical record of participant clinical 
information, service agreements, case notes, session bookings, and clinical communications. Access requires 
multi-factor authentication (MFA). Splose is operated by Splose Pty Ltd, an Australian company, and operates 
in accordance with Australian privacy and data handling requirements. 

3.2 Xero, Financial System 
Xero holds financial records including contractor payment details, invoicing records, expense records, and 
bank account information. Access requires multi-factor authentication. Xero is operated by Xero Limited, a 
New Zealand listed company, and operates in accordance with relevant Australian and international financial 
data standards. 

3.3 Google Workspace 
Google Workspace is used for shared document management, collaborative working, and administrative 
records. Access requires multi-factor authentication, and Google Workspace applies security controls that 
may require additional verification when access is attempted from unrecognised locations or devices. 
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3.4 Hosting Control Panel 
We use an industry-standard hosting administration interface to manage Our website and email infrastructure, 
provided by a reputable Australian web hosting provider. Administrative access to the hosting control panel 
requires multi-factor authentication and is restricted to the Owner-Director only. 

3.5 Email 
Our email accounts are hosted through Our web hosting provider's webmail service using Our custom domain. 
Email is used for communication with participants, contractors, institutional payers, partners and other external 
parties. Multi-factor authentication (MFA) is required for all Minds Support Network email accounts. Individual 
account holders are responsible for enabling MFA on their own accounts. While MFA is a mandatory 
requirement, Minds Support Network does not currently have a central administrative mechanism to 
independently verify that MFA remains enabled on every individual email account. We therefore apply the 
following additional controls: 

• Strong, unique passwords are required on all email accounts. 
• Email account passwords are not reused across other systems. 
• Administrative access to the email system (via the hosting control panel) requires MFA and is restricted 

to the Owner-Director only. 
• Team members are trained to recognise phishing and suspicious emails. 
• Suspicious activity on any email account is to be reported immediately to the Owner-Director.  

We are committed to continually strengthening email security as part of Our ongoing improvement of cyber 
security controls. Minds Support Network will periodically review its email security arrangements, including the 
mechanisms available to support and verify compliance with MFA requirements, as part of the annual review of 
this Policy. 

3.6 Banking and Payment Systems 
Online banking and payment systems used by Minds Support Network require multi-factor authentication. 
Access is restricted to authorised personnel. 

3.7 General System Controls 
Across all systems, We apply the following general controls: 

• Strong passwords, unique to each system. 
• Multi-factor authentication wherever the underlying system supports it natively. 
• Access restricted to personnel who require it for their role. 
• Prompt removal of access when an employee or contractor ceases their engagement. 
• Mobile devices used to access company systems must be PIN or biometric-protected. 

4. Participant Information Storage 
4.1 Splose as the Canonical Record 
Splose is Our single source of truth for participant information. Service agreements, case notes, assessment 
information, session records, communications captured in Splose, and invoicing are held within Splose. 

We do not maintain duplicate or shadow copies of participant clinical or psychological records outside of 
Splose. Directors, contractors and team members do not store participant information on personal devices, in 
personal email accounts, in personal messaging applications, or in any other location not authorised by this 
Policy. 

4.2 Where Else Participant Information May Appear 
While Splose is the canonical record, participant information may incidentally appear in other systems We use 
in the course of business: 

• Xero, for invoicing, payment records and plan manager details connected with each engagement. 
• Google Workspace, for working documents, reports and clinical documentation being prepared, and 

administrative records. 
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• Email, for correspondence with participants, support coordinators, plan managers and other external 
parties. 

Each system applies the security controls set out in Section 3. 

4.3 Personal Information Received by Email 
Email is a working channel for Minds Support Network. In some circumstances We request personal 
information by email because there is no practical alternative, for example, where a participant, support 
coordinator or plan manager needs to send Us an NDIS plan, supporting documentation, an assessment or 
psychological report, or other operational information. 

Personal information received by email may include health information, psychological assessment findings, 
NDIS plan details, family situation information, behavioural information, or other sensitive content. 

We recognise that email is not a perfect channel for sensitive information. Where personal information is 
received by email, We treat it as follows: 

• Clinically or operationally relevant information is captured into Splose so it forms part of the canonical 
record. 

• Once relevant information has been captured into Splose, the original email and any attachments are 
deleted from the inbox, sent items, and deleted items or trash folder, where they are no longer 
required for a legitimate business, legal or regulatory purpose. 

• Email attachments containing personal information are processed in the same way: relevant content 
captured into Splose, then attachment and email deleted. 

• Emails containing personal information are not forwarded to personal email accounts, personal 
messaging applications, or any external party not authorised to receive the information. 

• Emails containing personal information are not retained in shared inboxes beyond the time necessary 
to process them. 

4.4 Email Security in Context 
Because email is a working channel that carries personal information, the email account itself is a critical 
security boundary. The compensating controls described in Section 3.5, strong, unique passwords on each 
account, no password reuse, MFA on the hosting control panel, phishing awareness guidance, and prompt 
reporting of suspicious activity, apply with particular importance to email accounts that handle participant 
correspondence. 

Email account passwords are reviewed and updated periodically. Where there is any indication that an email 
account may have been compromised, the password is changed immediately, and a check is made for 
unauthorised access activity. 

4.5 No Bank or Card Details Held 
Minds Support Network does not hold participant bank account details or payment card details. Participants 
do not make direct payments to Us, services delivered under the NDIS are invoiced to the participant’s plan 
manager or claimed through the applicable NDIS payment process. We have no operational reason to hold 
participant payment details, and We do not request or store them. 

4.6 Retention of Participant Records 
Participant records held in Splose are retained in accordance with Our regulatory obligations. Participant 
records held in Splose are retained for a minimum of seven (7) years after the conclusion of the engagement, 
subject to any longer period required by applicable legislation or professional obligations. For participants who 
were minors at the time of engagement, records are retained until the participant reaches twenty-five (25) 
years of age, or seven (7) years after the conclusion of the engagement, whichever is later.  Where multiple 
retention requirements apply, We retain records for the longer applicable period. For records relating to 
participants who received services from an AHPRA-registered practitioner, records are also retained in 
accordance with applicable professional requirements and requirements of the relevant National Board. 
Records are retained within Splose, which maintains its own data backup and integrity controls as part of its 
service. At the expiry of the retention period, records are destroyed in accordance with Our Privacy Policy and 
relevant regulatory requirements. 
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5. Payment Detail Verification 
5.1 The Risk This Section Addresses 
Business Email Compromise (BEC) is one of the most common and damaging cyber crimes affecting 
Australian small businesses. The typical pattern is that a fraudster compromises or impersonates an email 
account and sends a request to change bank account details. If the change is processed without verification, 
future payments are redirected to the fraudster’s account. 

This Section sets out Our process for verifying any change to bank account or payment details, whether the 
change is requested by a contractor, supplier, plan manager, or other party, or whether the change is initiated 
by Minds Support Network itself. 

5.2 Incoming Change Requests 
Any request received by Minds Support Network to change a bank account, payment destination or other 
financial detail must be verified before any payment is made to the new details. The verification process is as 
follows: 

• Verification is done through a separate communication channel, not by replying to the email or 
message containing the change request. 

• The standard verification is a phone call to a known existing number for that party (not a number 
provided in the change request itself). 

• Where a phone number is not on file, in-person or video verification with a known contact is 
acceptable. 

• Verification is documented, a note is made of who verified, when, and through what channel. 
• No payment is made to the new details until verification is complete. 

 

No exception to this process is permitted on the grounds of urgency. A fraudulent request will typically present 
as urgent to bypass verification. Genuine parties will accept the brief delay required for verification. 

5.3 Two-Person Authorisation 
Where a bank detail change involves a recurring payment relationship (such as a regular contractor paid 
monthly), the change must be authorised by two designated personnel before being processed. The 
combination of personnel is the Owner-Director and the Chief Operations Officer (or such other combination 
as the Owner-Director designates). 

Two-person authorisation is recorded in writing. 

5.4 Outgoing Notifications of Our Own Bank Detail Changes 
Where Minds Support Network changes its own banking or payment details, We notify affected parties as 
follows: 

• Written notification on Minds Support Network letterhead, signed by the Owner-Director. 
• Notification is sent through appropriate independent communication channels, with recipients invited 

to verify the change using known contact details 
• Invitation for recipients to verify the change by calling Us on a known existing number. 
• Clear specification of the date from which the change takes effect. 
• Internal record kept of who was notified, when, and through what channel. 

6. Response to Suspected Fraud or Data Breach 
6.1 Internal Escalation 
Where any director, contractor or team member suspects that a fraudulent change of bank details has been 
processed or attempted, an email account or system has been compromised, participant or business 
information has been accessed by an unauthorised party, or any other cyber incident has occurred, they must 
report the suspected incident immediately to the Owner-Director. 
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6.2 Initial Response 
On notification of a suspected incident, the Owner-Director (or designated person) will take immediate steps 
to contain the incident, document it in writing, assess the scope and information affected, and notify any other 
affected parties as soon as practicable.  

6.3 Notifiable Data Breaches 
Where an incident may constitute an eligible data breach under the Notifiable Data Breaches scheme, We will 
assess and respond in accordance with Part IIIC of the Privacy Act 1988 (Cth). This includes promptly 
assessing any suspected eligible data breach and taking all reasonable steps to complete the assessment 
within 30 calendar days as required by the Privacy Act. Where an eligible data breach is established, We will 
notify the OAIC and affected individuals in accordance with the Privacy Act. 

6.4 Cyber Insurance Notification 
Where Minds Support Network holds cyber insurance, any suspected fraud, data breach or cyber incident will 
be notified to the insurer as soon as practicable, in accordance with the terms of the policy. 

6.5 External Reporting 
Depending on the nature of the incident and applicable legal or regulatory requirements, external reporting 
may be required to relevant authorities, which may include the Office of the Australian Information 
Commissioner (OAIC), NDIS Quality and Safeguards Commission, Australian Cyber Security Centre (ACSC), 
Scamwatch, AHPRA or relevant law enforcement authorities.  

7. Training and Awareness 
All directors, contractors and team members of Minds Support Network are required to maintain awareness of 
cyber security risks and Our procedures for managing them. We provide guidance and reminders on: 

• Recognising phishing and suspicious email. 
• The risk of Business Email Compromise and the verification process under Section 5. 
• The handling of personal information received by email (Section 4.3). 
• The proper use of Our systems and the avoidance of shadow copies of participant data. 
• The escalation path for any suspected incident (Section 6). 

8. Policy Review 
This Policy is reviewed annually by the Compliance Officer, and at any other time when a material cyber 
incident occurs, a change in Our systems changes how this Policy applies, or a change in applicable law 
requires update. 

9. Operational Contact 
• Compliance and Cyber Security: compliance@minds.care  
• General Enquiries: register@minds.care  
• Suspected incident: contact the Director, Management or Compliance team through the approved 

communication channels. 

mailto:compliance@minds.care
mailto:register@minds.care
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